GoodOrg: Confidentiality Policy
This policy relates to trustees and staff members of GoodOrg, and to the conduct of working relationships with other individuals and external organisations. The term “staff members” shall be taken to mean both paid employees and volunteers.

All trustees and staff members of GoodOrg have a general duty of confidentiality. They are expected to act with good faith and honesty in not disclosing confidential information to third parties, where this may damage the interest or reputation of GoodOrg or those of other individuals or external organisations, unless this is clearly overridden by Safeguarding concerns, as set out in our Safeguarding Policy. In any case of doubt about release of information which may be confidential, they will be expected to consult the Chair or the Manager of GoodOrg.

All trustees and staff members should be aware of the duty of confidentiality to service users under the Data Protection Act 1998. The 8 principles are that personal information must be:

· Fairly and lawfully processed (i.e. with explicit or implied consent and in order to provide a service to the “data subject”);

· Processed for limited purposes;

· Adequate, relevant and not excessive;

· Accurate and up to date;

· Not kept for longer than is necessary;

· Processed in line with your rights (i.e. data subject’s right of access);

· Secure (e.g. internet security, back-up media, locked filing cabinets);

· Not transferred to other countries without adequate protection.

Personal information of any kind will be collected only when it is necessary, and will be used only for the purpose(s) agreed with that individual. 

Employees may come into possession of personal information about individual service users. Such information may be shared amongst GoodOrg staff team members for purposes relevant to providing the service, and this way of working should be explained to individual service users. All personal information must be handled in strictest confidence. It must not be divulged to any other individual or external organisation without the prior agreement of the individual service user(s), unless with their agreement in cases where the information is relevant and necessary. Information will be shared only on the basis of a “need to know”.

In exceptional circumstances, where an individual’s personal safety is believed to be at risk, or where the safety of others is at risk, it may be considered necessary to divulge personal information to third parties without seeking the permission of the individual. The approval of the Chair or Manager is normally required in any such case. (The only exception to this requirement is set out in our Safeguarding Policy.)

Trustees will not normally have access to any information about individual service users. In the event of an individual case being referred to the Board, this will considered by a small sub-committee or Officer group, with reporting to the full Board in anonymised form.

All personal data relating to trustees, employees or volunteers of GoodOrg will be held securely by the Chair or Manager or other line manager in order to protect the confidentiality of individuals. Personal information about individual service users may be held by other nominated employees, and will be held securely. Where personal information is of a sensitive nature, case notes and identifying information will be held in separate locations, with a coding system used for cross-referencing.

Storage, retention and disposal of information, including electronically held data, will be in accordance with relevant statutory provisions and best practice guidance from the Charity Commission or other sources. Confidential paper records will normally be disposed of by cross-cut shredding.
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